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Fraud. The healthcare sector is rife with highly sensitive 
data. Packaged and sold as medical fullz, this data could 
enable a threat actor to pursue and exploit a variety of 
illegal avenues by leveraging identity fraud.

Data breaches and vulnerabilities. Healthcare is the 
most-breached sector of all, as threat actors gained 
access to more than 22 billion records last year alone.

Third-party risk. The cloud threat landscape is most 
commonly plagued with well-known misconfigurations like 
weak or nonexistent password protections, which threat 
actors are keen to exploit.

Ransomware. Without complete access to patient records 
and other highly sensitive medical information, hospitals 
can be severely impeded from treating patients and may 
need to transfer clients to other medical facilities.

Insider threat. A burgeoning threat vector, insider threats 
in the healthcare sector have the attention of the US 
government, which is clamping down on COVID-19-related 
fraud schemes, for one.
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The healthcare sector comprises a vast, intricately networked system 

of businesses and organizations that includes both public and private 

hospitals and managed care facilities; pharmaceutical and research 

companies; biotech and medical equipment/device manufacturers; 

insurance companies; and third-party vendors. Rich in data, businesses 

and organizations across this sector are primary targets of threat actors 

who seek to profit through extortion campaigns, gain illegal access to 

systems and internet-connected devices, and monetize exfiltrated data 

in illicit communities. 

The sector’s breadth is perhaps matched only by the volume of 

information it houses, much of it extremely sensitive. This includes 

patient data, and often financial records linked to insurance or patient 

treatment information. And as medical records continue to become 

digitized, the number of attack surfaces will continue to increase. 

In the following pages, we outline five primary cyber threats facing 

the healthcare and public health sector in 2022, all of which threaten 

to increase delivery costs and affect patient outcomes. This includes 

research from Flashpoint analysts and key data from our collections, as 

well as tips and tricks for identifying, mitigating, and preventing cyber 

attacks. Notably, COVID-19-related threats, such as fraud related to 

the CARES Act, which expired in March, are not listed as a standalone 

category. Instead, we feature them across multiple threat categories.

Targeting the data-rich
healthcare sector



In order to track common fraud methods, as well as identify emerging fraud trends, 

healthcare institutions should partner with a threat intelligence provider with an 

understanding of fraud-related offerings and trends across illicit communities, along 

with the tactical means to identify and stop fraud.

According to the FBI, tens of billions of dollars are lost each year to healthcare 
fraud in the private and public sector. These crimes are perpetrated by 
financially motivated actors who seek illegal access to the sensitive information 
stored by healthcare providers or their third-party affiliates. This data is lucatrive 
when transacted in illicit communities, where actors can sell and trade stolen 
personally identifiable information (PII), personal healthcare information (PHI), 
or electronic protected health information (ePHI). 

With this information in hand, threat actors can procure prescription drugs and 
file fraudulent insurance claims, which can impact care providers and patients 
alike. For example, an actor can purchase medical fullz—a viable, health-related 
data profile of an individual, i.e. their medical “identity”—and then attempt to 
commit financial fraud by taking advantage of claims via the CARES act or an 
HSA. Notably, healthcare-related fraud can be carried out by patients, medical 
providers, and external malicious actors alike (see Insider Threat section).

Fraud1.

PRO       TIP

Healthcare network access advertisements in 2022
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Data breaches &
vulnerabilities

Data from healthcare-related breaches is commonly discussed or 
advertised across nearly all illicit communities or channels where 
threat actors interact. This stolen data often includes valuable patient 
records, which can be used in identity fraud campaigns, along with 
access to medical networks that house this type of information, such 
as cloud-based resources. The types of data that are generally targeted 
and traded include social security numbers, and treatment and 
insurance information. 

Number of breaches by economic
sector, reported by EOY 2021

Research from Risk Based Security, a Flashpoint company, shows that 
healthcare-related entities are among the most targeted. Of 4,145 publicly 
disclosed data breaches in 2021 alone—the highest number of breach events of 
any industry—more than 22 billion records were exposed. More than 66 percent 
of these breaches can be attributed to “hacking,” meaning unauthorized access 
to systems or services. In 91 percent of these breaches, actors were targeting 
medical facilities directly.  

In 2020, more than 1 million people were affected by data breaches daily, as 
outlined in the Healthcare Cybersecurity Act of 2022 bill that was introduced 
into the US Senate in March. 

Flashpoint analysts recommend that hospital and healthcare sector 

stakeholders evaluate network policies to harden ports (and internet-facing 

resources for that matter), or to close them off, if they are not fulfilling a 

critical business function. 

They should also ensure that TLS encryption is upgraded to 1.2 or higher to 

enhance data confidentiality protections. 

Additionally, stakeholders should evaluate Microsoft servers and products 

for CVE patches and security updates to harden against attempts at 

unauthorized access.
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https://flashpoint.io/resources/research/2021-year-end-report-data-breach-quickview/


Healthcare institutions are particularly vulnerable to risks that stem from third-
party vendors, like cloud service providers and internet of medical things (IOMT) 
manufacturers. (Any internet-connected device within a healthcare provider’s 
network poses a privacy and operational risk.) 

Cyber attacks of vendors along the software supply chain could significantly 
affect business operations, compromise sensitive customer data, and erode 
customer trust and brand reputation. Take the December 2021 ransomware 
attack against HR management solutions provider Kronos, for example, which 
directly impacted payroll and workforce management services in the healthcare 
sector (as well as in manufacturing and the public sector) and exposed highly 
sensitive data.

Credentials for third-party resources often surface in marketplaces as outputs of 

malware logs, along with other credentials collected with stealer malware. Actors 

can leverage these credentials, so long as they are still active, in order to gain a 

foothold in the network and possibly launch a cyber attack. It is vital for healthcare 

organizations to partner with a threat intelligence vendor that can provide 

actionable data from within illicit communities including compromised credentials 

and advertisement of network access, which could ultimately lead to unauthorized 

network access and data breaches. 

Third-party risk3.
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Advertisements for cloud
service provider logs in 2022
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Simply put, ransomware in the healthcare and public health sector could be a matter 

of life and death. The critical nature of healthcare and the necessity of data in its work 

requires healthcare organizations to rapidly recover from a cyberattack, making it 

more likely that an organization will pay a ransom to recoup its data.

According to the FBI’s 2021 Internet Crime Report, Healthcare and Public Health was 

the most targeted sector within critical infrastructure by ransomware gangs in 2021. 

According to one report, the regions most frequently attacked by ransomware in 

general are the US, Europe, and Asia-Pacific, where Australia, India, and then Japan 

top the list.

Ransomware attacks can dramatically reduce a healthcare facility’s ability to deliver 

care, its number-one priority. Medical facilities rely on a large number of internet-

connected devices, which increases the possible attack vectors for malware, which 

encrypts devices or network drives. These malicious cyber attacks could potentially 

shut down crucial infrastructure, including a hospital’s IT systems, for example, which 

would hinder its ability to access patient records and other vital medical data. This 

complicates its ability to operate efficiently and treat patients effectively, which could 

put their lives at risk.  

Ransomware4.

It’s vital for security teams to possess the tools they need to detect and remediate 

a ransomware attack. This includes a ransomware dashboard, where CTI and SOC 

teams can view ransomware trends, victims, and the ransomware groups themselves, 

as well as an alerting system to help them be aware of leaked credentials as soon as 

they occur to mitigate a breach—which can lead to a malware attack.

 

See also: Ransomware guidance from HIPAA.

PRO       TIP

According to the FBI’s 2021 Internet Crime 

Report, Healthcare and Public Health was 

the most targeted sector within critical 

infrastructure by ransomware gangs in 2021.

https://www.fbi.gov/news/press-releases/press-releases/fbi-releases-the-internet-crime-complaint-center-2021-internet-crime-report
https://flashpoint.io/blog/ransomware-dashboard/
https://www.hhs.gov/hipaa/for-professionals/security/guidance/cybersecurity/ransomware-fact-sheet/index.html


Negligent and accidental insider threats can be mitigated with employee security awareness 

training. In order to stave off malicious insiders, organizations can implement least privilege and 

role-based policies in order to protect sensitive information. Healthcare organizations can work 

with threat intelligence providers to set up keyword alerting to identify if malicious actors are 

recruiting for specific insiders, or if an alleged employee is offering inside access.

An insider, according to the department of Health and Human Services (HHS), is “a 

person within a healthcare organization, or a contractor, who has access to assets or 

inside information concerning the organization’s security practices, data, and computer 

systems.” Insiders do not always act with malice; often they are simply negligent or fall 

victim to a social engineering scheme like a phishing email or text. And because of the 

breadth of their access and knowledge to proprietary data, insiders represent a major 

threat to healthcare and public health organizations, both during and after employment. 

According to HHS, which cites Verizon’s 2021 Data Breach Report, insider threats—

malicious, negligent, or accidental in nature—have been steadily on the rise since 2017 

and now account for more than 40% of healthcare-related threats. Meanwhile, external 

threats, though still higher in volume, are on the decline.

Last year, the Department of Justice (DOJ) charged (or took administrative action 

against) a number of healthcare executives, physicians, marketers, medical providers, 

and medical business owners for their alleged association with various COVID-19-

related fraud schemes. Following that, in April, the DOJ announced a coordinated, 

nationwide law enforcement action to combat healthcare-related COVID-19, which 

have resulted in over $149 million in false billings to federal programs and theft froAm 

federally-funded pandemic assistance programs.

Insider threat5.
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 Unique insider posts across illicit communities
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Be prepared.
Protect your
organization
from cyber risk
with Flashpoint.

Trusted by governments and the Fortune 500, Flashpoint helps organizations 

protect their most critical assets, infrastructure, and stakeholders from security 

risks such as cyber threats, ransomware, fraud, physical threats, and more. 

Leading security practitioners—including cyber threat intelligence (CTI), 

vulnerability management, DevSecOps and vendor risk management teams—rely 

on Flashpoint’s intelligence platform to proactively identify and mitigate risk and 

stay ahead of the evolving threat landscape.

To learn more, visit flashpoint.io

FURTHER        READING

Flashpoint’s Definitive Guide to Ransomware: What It Is and How Your 
Organization Can Prevent, Detect, and Respond to a Ransomware Attack
 
Introducing the Flashpoint Ransomware Dashboard: Helping CTI and SOC 
Teams Better Defend Against Ransomware Attacks

Top 10 Ransomware Trends: Board Responsibilities, Tracking Ransomware, 
and Mitigating Risk in 2022

Organizations across the healthcare and public health sector should 

assume that threat actors may be actively targeting their organization, 

either directly or indirectly, at any time. Overwhelming as this may seem, 

it’s important to remember that threat intelligence can serve as a first line 

of defense against this ever-evolving threat landscape. Understanding 

your organization’s risk apertures, in relation in the context of the threat 

landscape, is crucial to optimizing your security posture and protecting your 

assets, infrastructure, customers, partners, and personnel from harm. 

Looking for a multi-pronged approach to protecting your organization and 

customers? Sign up for a free trial and see firsthand how Flashpoint can 

help your organization identify and stop cyber threats today.

http://flashpoint.io
https://flashpoint.io/blog/guide-to-ransomware/
https://flashpoint.io/blog/ransomware-dashboard/
https://flashpoint.io/blog/top-10-ransomware-trends-board-responsibilities-tracking-ransomware-and-mitigating-risk-in-2022/
https://go.flashpoint-intel.com/trial/30days

